Carlt on Packaging Privacy Policy
Carlton Packaging LLP (Registered in England and Wales OC380622) of 1 M ichigan Drive, Tongw ell, M ilton Keynes, Buckinghamshire, M K15 8HQ is committed to protecting the privacy and security of your personal
information. This privacy notice describes how w e collect and use personal information about you during and after your engagement w ith us, in accordance with the General Data Protection Regulation (GDPR).
Carlton Packaging LLP is a " data controller" . This means that w e are responsible for deciding how w e hold and use personal information about you. We are required under data protection legislation to notify you of
the information contained in this privacy notice.
This notice applies to current and former suppliers and customers. This notice does not form part of any contract other contract to provide goods or services. We may update this notice at any time. It is important
that you read this notice, toget her w ith any other privacy notice w e may provide on specific occasions w hen w e are collecting or processing personal information about you, so that you are aw are of how and w hy w e
are using such information. You have the right to make a complaint at any time to the Information Commissioner's Office (ICO), the UK supervisory authority for data protection issues (w w w .ico.org.uk). We w ould,
how ever, appreciate t he chance to deal w ith your concerns before you approach the ICO so please contact us in the first instance.

Data protection principles
We w ill comply w ith data protection law and therefore, the information w e hold about you must be:
1. Used law fully, fairly and in a transparent w ay.
2. Collected only for valid purposes that w e have clearly explained to you and not used in any w ay that is incompatible w ith those purposes.
3. Relevant to the purposes w e have told you about and limited only to those purposes.
4. Accurate and kept up to date.
5. Kept only as long as necessary for the purposes w e have told you about.
6. Kept securely

The kind of information w e hold about you
Personal data, or personal information, means any information about an individual from w hich that person can be identified. It does not include data w here the identity has been removed (anonymous data). There
are " special categories" of more sensitive personal data w hich require a higher level of protection.
We w ill collect, store, and use the follow ing categories of personal information about you:



Personal contact details such as name, title, addresses, telephone numbers, personal email addresses, usernames or similar identifiers.



Name of Employer or Organisation w ho you represent and job role or title.



Information provided on any social media account, social media URL’s (such as LinkedIn, Facebook).



Gender.



Bank account, invoice, payment or delivery address.



Location of employment or w orkplace, if specified to be the delivery location.



Additional personal data w hich may be required as delivery instructions to fulfil delivery.



Compensation history, if applicable.



CCTV footage if delivery occurs at one of our premises.



Information about your use of our information and communications systems.

How is your personal information collected?
We use different methods to collect data from and about you including through:



Direct interactions. You may give us your Identit y, Contact and Financial Data by filling in forms or by corresponding w ith us by post, phone, email or otherw ise. This includes personal data you provide w hen
you:





apply for our products or services;



create an account on our w ebsite;



subscribe to our service or publications;



request marketing to be sent to you;



enter a competition, promotion or survey; or



give us some feedback.

Third parties or publicly available sources. We may receive personal data about you from various third parties and public sources as set out:



Technical Data from the follow ing parties:
1. analytics providers;
2. advertising netw orks
3. search information providers.
4. Social media pages
5. Telemarketing companies
6. Other suppliers w ho do not sell to the end user



Automated technologies or interactions. As you interact w ith our w ebsite, w e may automatically collect Technical Data about your equipment, brow sing actions and patterns. We collect this personal data by
using cookies, and other similar technologies. We may also receive Technical Data about you if you visit other w ebsites employing our cookies.



Call Recording



Please note that all of our calls are recorded for training and monitoring purposes.



Carlton Packaging can only use the data for the explicit purpose for w hich it w as gathered.



Data cannot be released to a third party w ithout t he consent of the individual it refers to, unless there is a law ful reason to do so – for instance, the prevention or detection of criminal activity.



Customers have a legal right to access any data held about them in most circumstances. Exclusions might apply if information is held for the prevention or detection of criminal activity.



Personal data cannot be kept for longer than is necessary and must be kept up to date. Call Recording w ill only be kept for 3 M onths.



If personal data is factually incorrect, the individual that information pertains to have a legal right to see that it is corrected.



Personal data cannot be transferred outside the European Economic Area unless the individual it pertains to has given their consent, or unless the country or territory it is being sent to can
ensure adequat e protections are in place.



Card numbers w ill not be stored in your call recordings. All Carlton Packaging Employees w ill pause the call recording at the point that any card data is being given and then resume the call once
that is done. This means that you w e are complying w ith the PCI law s as no card details are actually being recorded.

If necessary w e may collect additional personal information in the course of our relationship.

How w e w ill use information about you?
We w ill only use your personal information w hen the law allow s us to. M ost commonly, w e w ill use your personal information in the following circumstances:
1. Where w e need t o perform the contract w e have ent ered into w ith you.
2. Where w e need t o comply w ith a legal obligation.
3. Where it is necessary for our legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests.



We may also use your personal information in the follow ing situations, w hich are likely to be rare:

1. Where w e need t o protect your interests (or someone else's interests).
2. Where it is needed in the public interest.

Situations in w hich w e w ill use your personal information
We have set out below , in a table format, a description of all the w ays w e plan to use your personal data, and w hich of the legal bases w e rely on to do so. We have also identified w hat our legitimate interests are
w here appropriate.
Note that w e may process your personal data for more than one lawful ground depending on the specific purpose for w hich w e are using your data. Please contact us if you need details about the specific legal ground
w e are relying on to process your personal data w here more than one ground

Purpose/ Activity

Type of data

Law ful basis for processing including basis of legitimate interest

To register you as a new customer

(a) Identity

Performance of a contract w ith you

(b) Contact
To process and deliver your order including:

(a) Identity

(a) Performance of a contract with you

(a) M anage payments, fees and charges

(b) Contact

(b) Necessary for our legitimate interests (to recover debts due to us)

(b) Collect and recover money ow ed to us

(c) Financial
(d) Transaction
(e) M arketing and Communications

To manage our relationship w ith you w hich w ill include:

(a) Identity

(a) Performance of a contract with you

(a) Notifying you about changes to our terms or privacy policy

(b) Contact

(b) Necessary to comply w ith a legal obligation

(b) Asking you to leave a review or take a survey

(c) Profile

(c) Necessary for our legitimate interests (to keep our records updated and to study how
customers use our products/ services)

(d) M arketing and Communications
To enable you to partake in a prize draw , competition or complete
a survey

(a) Identity

(a) Performance of a contract with you

(b) Contact

(b) Necessary for our legitimate interests (to study how
products/ services, to develop them and grow our business)

custom ers use our

(c) Profile
(d) Usage
(e) M arketing and Communications
To administer and protect our business and this w ebsite (including
troubleshooting, data analysis, t esting, system maintenance,
support, reporting and hosting of data)

To deliver relevant w ebsite content and advertisem ents to you
and measure or understand the effectiveness of the advertising
w e serve to you

(a) Identity
(b) Contact

(a) Necessary for our legitimate interests (for running our business, provision of
administration and IT services, netw ork security, to prevent fraud and in the context of a
business reorganisation or group restructuring exercise)

(c) Technical

(b) Necessary to comply w ith a legal obligation

(a) Identity

Necessary for our legitimate interests (to study how customers use our products/ services,
to develop them, t o grow our business and to inform our marketing strategy)

(b) Contact
(c) Profile
(d) Usage
(e) M arketing and Communications
(f) Technical

To use data analytics to improve our w ebsite, products/ services,
marketing, customer relationships and experiences

(a) Technical
(b) Usage

Necessary for our legitimate interests (to define types of customers for our products and
services, to keep our w ebsit e updat ed and relevant, to develop our business and to inform
our marketing strategy)

To make suggestions and recommendations to you about goods
or services that may be of interest to you

(a) Identity

Necessary for our legitimate interests (to develop our products/ services and grow our
business)

(b) Contact
(c) Technical
(d) Usage
(e) Profile
Training and monitoring purposes

(a) Identity

Necessary for our legitimate interests (to develop our products/ services and grow our
business)

(b) Contact
(c) Technical

If you fail to provide personal information
If you fail to provide certain information w hen requested, w e may not be able to perform the contract w e have ent ered into w ith you (such as supplying or delivering goods), or w e may be prevented from complying
w ith our legal obligations (such as to deduct tax).

Change of purpose
We w ill only use your personal information for the purposes for w hich w e collected it, unless w e reasonably consider that w e need to use it for another reason and that reason is compatible w ith the original purpose.
If w e need to use your personal information for an unrelated purpose, w e w ill notify you and w e w ill explain the legal basis w hich allow s us to do so.
Please note that w e may process your personal information w ithout your know ledge or consent, in compliance w ith the above rules, w here this is required or permitted by law .

Automated decision-making
Automat ed decision-making takes place w hen an electronic system uses personal information to make a decision w ithout human intervention. We are allow ed to use automated decision-making in the follow ing
circumstances:
1. Where w e have notified you of the decision and given you 21 days to request a reconsideration.
2. Where it is necessary to perform the contract with you and appropriate measures are in place to safeguard your rights.
3. In limited circumstances, w ith your explicit w ritten consent and w here appropriate measures are in place to safeguard your rights.
If w e make an automat ed decision on the basis of any particularly sensitive personal information, w e must have either your explicit w ritten consent or it must be justified in the public interest, and w e must also put
in place appropriate measures to safeguard your rights.

We do not envisage that any decisions w ill be taken about you using automated means, how ever w e w ill notify you in writing if this position changes.

Data sharing
We may have to share your data w ith third parties, including third-party service providers and other entities.
We require third parties to respect the security of your data and to treat it in accordance with the law .
If w e do, you can expect a similar degree of protection in respect of your personal information.

W hy might you share my personal information w ith third parties?
We w ill share your personal information w ith third parties w here required by law , w here it is necessary to administer the w orking relationship w ith you or w her e w e have anot her legitimate interest in doing so. We
w ill get your express opt-in consent before w e share your personal data w ith any business outside of Carlton Packaging LLP for marketing purposes.

W hich third-party service providers process my personal information?
" Third parties" includes third-party service providers (including contractors and designated agents) and other entities. The following activities are carried out by third-party service providers: auditing ISO accreditations
and w hen ensuring compliance w ith the Forest Stew ardship Council (FSC) requirements. Datto Europe Limited and M icrosoft (w e use the Exchange 365 platform) provide our back up and storage of electronic data.
SmarterWays Ltd and Neustro Consulting Limited trading as Neuw ays provide our IT support services. Gold-Vision CRM supplies Client Relationship M anagement softw are. Wise Softw are (UK) Ltd, Sage Group plc and
Slimstock Limited provide order processing and forecasting services.

How secure is my information w ith third-party service providers and other entities in our group?
All our third-party service providers and other entities in our group are required to take appropriate security measures to protect your personal information in line with this statement. We do not allow our third-party
service providers to use your personal data for their ow n purposes. We only permit them to process your personal data for specified purposes and in accordance w ith our instructions.

W hen might you share my personal information w ith other entities in our group?
We w ill share your personal information w ith other entiti es in our group as part of our regular reporting activities on company performance, as part of our customer relationship managem ent system, i n the cont ext
of a business reorganisation or group restructuring exercise, for system maintenance support and hosting of data.

W hat about other third parties?
We may share your personal information with other third parties, for example in the context of the possible sale or restructuring of the business. We may also need to share your personal information w ith a regulator
or to otherw ise comply w ith the law .

Transferring information outside the EEA
We share your personal data w ith our distributers. This will involve transferring your data outside the European Economic Area ( EEA).
Whenever w e transfer your personal data out of the EEA, w e ensure a similar degree of protection is afforded to it by ensuring at least one of the follow ing safeguards is implemented:



We w ill only transfer your personal data to countries that have been deem ed to provide an adequate level of protection for personal data by the European Commission. For further details, see European
Commission: Adequacy of the protection of personal data in non-EU countries.



Where w e use certain service providers, w e may use specific contracts approved by the European Commission w hich give personal data the same prot ection it has in Europe. For further details, see European
Commission: M odel contracts for the transfer of personal data to third countries.

Where w e use providers based in the US, w e may transfer data to them if they are part of the Privacy Shield w hich requires them to provide similar protection to personal data shared betw een the Europe and the US.
For further details, see European Commission: EU-US Privacy Shield.
Please contact us if you w ant further information on the specific mechanism used by us w hen transferring your personal data out of the EEA.

Data security
We have put in place measures to protect the security of your information. Details of these measures are available upon request.
Third parties w ill only process your personal information on our instructions and w here they have agreed to treat t he information confidentially and to keep it secure.

We have put in place appropriate security measures to prevent your personal information from being accidentally lost, used or accessed in an unauthorised w ay, altered or disclosed. In addition, w e limit access to
your personal information to those employees, agents, contractors and other third parties w ho have a business need to know . They w ill only process your personal information on our instructions and they are subject
to a duty of confidentiality.
We have put in place procedures to deal w ith any suspected data security breach and w ill notify you and any applicable regulator of a suspected breach w here w e are legally required to do so.

Cookies
You can set your brow ser to refuse all or some brow ser cookies, or to alert you w hen w ebsites set or access cookies. If you disable or refuse cookies, please note that some parts of this w ebsite may become inaccessible
or not function properly. For more information about the cookies w e use, please see https:/ / ordersmart.carltonpackaging.com/ section/ Cookie_Policy.

Data retention

How long w ill you use my information for?
We w ill only retain your personal information for as long as necessary to fulfil the purposes w e collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirem ents. To det ermine
the appropriat e ret ention period for personal data, w e consider the amount , nature, and sensitivit y of the personal data, the pot ential risk of harm from unauthorised use or disclosure of your personal data, the
purposes for w hich w e process your personal data and w hether w e can achieve those purposes through other means, and the applicable legal requirements.
In some circumstances w e may anonymise your personal information so that it can no longer be associated w ith you, in w hich case w e may use such information w ithout further notice to you. Once you are no longer
a supplier or customer of the company w e w ill retain and securely destroy your personal information in accordance w ith applicable law s and regulations.

Rights of access, correction, erasure, and restriction

Your duty to inform us of changes
It is important that the personal information w e hold about you is accurate and current. Please keep us informed if your personal information changes during your w orking relationship with us.

Your rights in connection w ith personal information
Under certain circumstances, by law you have the right to:



Request access to your personal information (commonly know n as a " data subject access request" ). This enables you t o receive a copy of the personal information w e hold about you and t o
check that w e are law fully processing it.



Request correction of the personal information that w e hold about you. This enables you to have any incomplete or inaccurate information w e hold about you corrected.



Request erasure of your personal information. This enables you to ask us to delet e or remove personal information w here there is no good reason for us continuing to process it. You also have
the right to ask us to delete or remove your personal information w here you have exercised your right to object to processing (see below ).



Object to processing of your personal information w here w e are relying on a legitimate interest (or those of a third party) and there is something about your particular situation w hich makes
you w ant to object to processing on this ground. You also have the right to object w here w e are processing your personal information for direct marketing purposes.



Request the restriction of processing of your personal information. This enables you to ask us to suspend the processing of personal information about you, for example if you w ant us to establish
its accuracy or the reason for processing it.



Request the transfer of your personal information to another party.

If you w ant to review , verify, correct or request erasure of your personal information, object to the processing of your personal data, or request that w e transfer a copy of your personal information to
another party, please contact [POSITION] in w riting.

No fee usually required
You w ill not have to pay a fee to access your personal information (or to exercise any of the other rights). How ever, w e may charge a reasonable fee if your request for access is clearly unfounded or excessive.
Alternatively, w e may refuse to comply w ith the request in such circumstances.

W hat w e may need from you
We may need to request specific information from you to help us confirm your identity and ensure your right to access the information (or to exercise any of your other rights). This is another appropriate security
measure to ensure that personal information is not disclosed to any person w ho has no right to receive it.

Right to w ithdraw consent
In the limited circumstances w here you may have provided your consent to the collection, processing and transfer of your personal information for a specific purpose, you have the right to w ithdraw your consent for
that specific processing at any time. To w ithdraw your consent, please contact data@carltonpackaging.com. Once w e have received notification that you have w ithdraw n your consent, w e will no longer process your
information for the purpose or purposes you originally agreed to, unless w e have another legitimate basis for doing so in law .

Data protection officer
We have appointed a data protection officer (DPO) w ho is responsible for overseeing questions in relation to this privacy notice. If you have any questions about this privacy notice, including any requests to exercise
your legal rights (in accordance w ith clause x), please contact the DPO using the details set out below .

Changes to this privacy notice
We reserve the right to update this privacy notice at any time, and w e w ill provide you with a new privacy notice w hen w e make any substantial updates. We may also notify you in other w ays from time to time about
the processing of your personal information.

If you have any questions about this privacy notice, please contact the IT & Systems M anager on 01908 277181 or data@carlt onpackaging.com

